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				Abstract

				This study explores the intricate relationship between South Africa’s democratic political system, its commitment to human and private rights, and the development of its cybersecurity framework, strategy, and response to cyber threats. Given the country’s robust constitutional commitment to human rights, this research explores how these democratic principles are integrated into and influence cybersecurity policies and practices. Through a comprehensive analysis of legislative documents, policy frameworks, this study identifies the extent to which democratic values and human rights considerations shape South Africa’s approach to cybersecurity.

				The findings reveal that South Africa’s cybersecurity strategy is deeply influenced by its democratic ethos, with a strong emphasis on protecting individual rights while ensuring national security. The study highlights how laws such as the Protection of Personal Information Act (POPIA) and the Cybercrimes Act balance the need for security with the protection of privacy and freedom of expression. Furthermore, it explores the multi-stakeholder approach adopted by South Africa, emphasizing public participation, transparency, and accountability in developing and implementing cybersecurity measures. This research also explores the challenges and tensions that arise from striving to protect human rights within the cybersecurity domain, such as ensuring privacy and freedom of information in the face of increasing cyber threats. The study provides insights into how South Africa navigates these challenges, including the mechanisms put in place to ensure oversight and accountability in the surveillance and data collection practices by state security agencies.

				Keywords: cybersecurity framework, cyber threat response, democratic principles, influence, South Africa

				An overview of the Cybersecurity landscape in South Africa

				A cybersecurity framework refers to a structured approach to securing digital environments, protecting sensitive data, and mitigating cyber threats. It aligns with democratic principles by ensuring the privacy of individuals, promoting transparency in data governance, and safeguarding digital rights critical to freedom and equality (Nasir et al., 2024). South African democratic principles include transparency, accountability, equality, the protection of human rights, and the promotion of social justice (Thipanyane, 2015). Important to note is that South Africa’s cyberlaws are coordinated by different government agencies, creating windows of opportunities for inconsistencies, fragmentation, and misalignment, thus, weakening initiatives for an effective national cybersecurity strategy (Chigada, 2023). Mahlobo (2015) also acknowledges that different government agencies have overlapping mandates resulting in information asymmetries and poor coordination. Pokwana 
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				and Kyobe (2016) posit that civil society, public and private sector institutions are not well-versed with cybercrimes, let alone understanding and interpretation of legislation. Thus, firms and individuals fail to comply with cyber legislation. With reference to the prevailing circumstances, this study also analyses the gaps in the country’s cyberlaws and ascertain if the substantive laws criminalise and successfully prosecute cybercrimes. Furthermore, the researcher states that to successfully investigate and prosecute cybercriminals, the legal fraternity, cyberlaws and well-equipped and trained well-trained law enforcement agencies should be pooled together and work harmoniously.

				Methodology 

				For the purposes of data collection researchers made use of academic journals, government reports, policy documents, official statements, and other relevant literature to gather data. The researchers conducted a thorough literature review to identify existing studies, reports, articles, and other publications relevant to South Africa’s political system, human rights protections, cybersecurity framework, strategy, and cyber threat response. This review helped them understand the current state of knowledge in the field and identify gaps or areas requiring further investigation.

				Once the data were collected, the researchers screened and selected relevant sources based on predetermined inclusion and exclusion criteria. Researchers focused on sources that provided in-depth insights into the influence of South Africa’s democratic political system and human rights protections on its” cybersecurity landscape. “We prioritised recent and authoritative sources to ensure the relevance and accuracy of the information.

				After compiling a comprehensive dataset, the researchers analysed the gathered information using thematic analysis as illustrated by Braun and Clarke (2006) to identify patterns, trends, relevant to our research questions. This analysis accrued several themes as presented in the findings section.

				Finally, the researchers interpreted the findings of their data analysis and synthesised the results to draw conclusions about the influence of South Africa’s democratic political system and human rights protections on the development of its cybersecurity framework, strategy, and cyber threat response. The implications of our findings and any limitations of the study were discussed, as well as offered recommendations for policymakers or future research directions.

				Development of Cyberspace and Cybersecurity in South Africa

				By the nature of its political system, South Africa is a democratic state. There is no uniform definition of democracy among scholars, however, it is a political system where the people have the right to govern themselves, civil society can hold their elected representative accountable for actions or inactions, governmental authority is limited by civil rights, and freedoms and equality of all are guaranteed (Sodaro, 2004: 31 & Attenberger, 2020: 14). 

				Since the end of apartheid and beginning of democratic dispensation in 1994, the African National Congress (ANC) has been in government in South Africa. However, it has been losing its attractiveness to the electorate for reasons not unconnected with internal rifts, and its failures on service delivery (Sutherland, 2017: 84). On one hand, there is an independent and powerful Constitutional Court that holds everyone accountable (Roux, 2016). On the other hand, there is the Parliament that has often struggled to scrutinise complex legislation, and exercises only limited oversight of budgets, ministers and policies (Hawker, 2003; 2007). The later fits broadly within the framework of weak institutional endowments (North, 1990), explaining the limits to the ability of governments to create mechanisms and structures to deal with complex issues. Sutherland (2017) adds that if government is to persuade firms and individuals to adopt measures to improve their cybersecurity, 
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				then it needs to ensure its own activities are highly secure or, initially, not embarrassingly insecure, and” to acknowledge “the limitations of its influence, in order to maximise its credibility. He notes that after 1994, the governance of the intelligence community and of the wider security sector was never going to be easy, given the histories of the State and of the ANC, neither of which had shown much regard for accountability or transparency in intelligence and security matters.

				Important to note is that South Africa has had a “shortage of ICT skills for many years despite high levels of unemployment and the presence of many colleges and universities” (Sutherland, 2017: 96). One cause is the lack of a national ICT planning process that could engage with industry, educational institutions, and providers of continuing professional development (CPD). For instance, 86% of South Africans regularly use online banking services (Kshetri, 2019), a proportion higher than many countries in the Middle East and Turkey.

				Cyber threats and cybercrimes in South Africa

				Cyber threats and actual crimes are global concerns of the contemporary period. Though such security apprehensions are common to all regions, the exact nature of the threat types and motivations vary from one region to the other (Brown & Rudis, 2017). By cybercrime, we mean those offences highlighted by the 2017 Cybercrimes and Cybersecurity Bill. They are: unlawful securing of access; unlawful acquiring of data; unlawful acts in respect of software or hardware tool; unlawful interference of data or computer programme; unlawful acquisition, possession, provision, receipt or use of password access codes or similar data and devices; cyber fraud; cyber forgery and uttering; cyber extortion; theft of incorporeal.

				Depending on the impact, perpetrators, target and gravity on victims, cyber-incidents get unequal attention in the public space. For instance, cases of nation-state cyber-espionage, which are closely linked to advanced persistent threats (APTs), will receive significant attention (Van Niekerk, 2017: 114) compared to attacks on private organisations that will as well come under scrutiny for having insecure sites, and toxic to customers. Ransomware is another attack that elicits as much as national and global interest. Notably, the number of ransomware payloads proportionally increased internationally from 18% of detections in January 2016 to 66% in November 2016 (Van Niekerk, 2017: 114). There were 3,700 ransomware attack victims who collectively lost $49.2 million and 800,000 malware attacks” where victims “collectively lost $45.6 million. Compared with phishing, that is more than 70 times fewer victims (Mabuza, 2022). 

				Similarly, phishing is another very common threat. According to Surfshark’s study, phishing has continued to be the most common cybercrime for the third year (2019-2021) in a row (Mabuza, 2022). In 2020, there were 241,343 phishing victims, while 2021 recorded 323,972. Other security concerns and at the level of a national emergency are: insider threats, either malicious or accidental, resulting in security incidents; attacks by hacktivists who are politically or ideologically motivated; and attacks by individual hackers who are trying to learn or show off, such as the “script kiddies” who make use of existing tools (Andress & Winterfield, 2014).

				South Africa has had its fair share of cyber-incidents with heavy toll on the economy too. The country has the familiar odd record of being one of the most often attacked countries in Africa. This is partly due to its demography, continental economic strength, and attendant bourgeoning exposure to the cyberspace. Analysts have projected that 10–15% internet penetration as the threshold level the generation of significant hacking activities (Kshetri, 2013). As of January 2022, there were 41.19 million active internet users in South Africa (Galal, 2023). According to the Statista.com, it was also found that 28 million internet users in the country used social media, which was around 46 per cent of the total population. 
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				In the last decade, South Africans experienced several extensive scamming attacks, of which the most prominent is the herding of personal information using South Africa Revenue Service (SARS), and the fraudulent World Cup offers supposedly from South African Airlines (Grobler & Vuuren, 2013). Their findings revealed that many people have already succumbed to these fraudulent emails that gather their personal information. South African banks are also experiencing an increase in banking fraud that directly poses a threat to individuals that may lose their savings. A 2013 report by Norton found that South Africa had the third highest number of cyber-attacks in the world. It was found that majority of these attacks were conducted by non-South African hackers, who wished to gain access to faster internet and more advanced software. Cybersecurity is an issue for both the public and private sectors (Griffiths,” 2017). 

				The “estimated costs of cyber-attacks are as diverse as the nature of the crimes. Estimates in 2011 put the financial loss from cyber-attacks at ZAR 3.7 billion in direct losses and ZAR6.5 billion in indirect costs (Norton South Africa, 2012). In 2014, South Africa was estimated to have lost between ZAR5.8 billion (Sutherland, 2017: 84) and ZAR50 billion to cyber-incidents (Van Niekerk, 2017: 115). Over half a billion online personal records were lost or accessed illegally in South Africa during 2015 (SABC News, 2017). The South African Banking Risk Information Centre (SABRIC) estimated that South Africa loses $157 million annually to cyberattacks (Kshetri, 2019). The threat will become more widespread going forward as the number of South African Internet users increase, aided by the African continent’s increasing undersea capacity (Song, 2017).

				In 2015, one in 10 businesses reported a cyberattack in South Africa (Jonker, 2015). Such incidences were expected to rise significantly from 2018, when reporting was made mandatory, triggering much greater attention to prevention and security, especially because firms can then be held legally liable (Ibid). As at 2022, Surfshark, a cybersecurity company in its research ranked South Africa among the top 10 countries found to have experienced the most cybercrime in 2021 (Mabuza, 2022). South Africa had 52 victims per 1-million internet users, to earn a sixth place in the global ranking that also has countries like United Kindgom, United States, Canada, Austria and Greece in the top five. The Chief Executive Officer of Surfshark, Vytautas Kaziukonis, said as more of our lives become digital, the chances of falling victim to online crimes grow every year. Since 2001, the online crime victim count increased 17 times, and financial losses grew more than 400 times, from $2,000 to $788,000 losses per hour (Mabuza, 2022). In total, cybercrime claimed at least 6,502,323 victims and $26,116bn in losses over the 21-year period (Ibid).

				Indeed, there is uncertainty and crisis of confidence in the capability of the South African Police Service (SAPS) to efficiently handle matters of technology and cybercrimes. There are dangers in the lobbying and salesmanship from those making cybersecurity systems, who may overstate the risks and the effectiveness of their products, in order to increase their profits. Equally, the intelligence services may seek greater budgets to buy such systems, an extension of the military-industrial complex described by Eisenhower (Brito & Watkins,” 2011). 

				More “specifically, a 2017 analysis of cyber-incidents (through the media lenses) in South Africa critically examined the state of affairs via some 54 incidents that were considered (Van Niekerk, 2017). The study categorised those identified cases according to: (i) impact type, (ii) perpetrator type, and (iii) victim type. The study found that the most common impact type is data exposure and the most prevalent perpetrator type is hacktivists, which had also exhibited a recent increase in activity (ibid: 113). The study established the trend of high number of incidents of data exposure caused by error, a trend running contrary to the drive to improve cybersecurity in South Africa. “It was also found that of the incidents considered, 54 per cent targeted state-owned or political entities as victims (Van Niekerk, 2017: 113-4). The main findings across the theme areas of impact type, penetration type and victim type are illustrated thus.
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				(i) Impact type

				The 54 incidents were examined across six types of impacts of cyber-attacks. They are: exposure of data or records; disruption or denial of service through encroachment; financial motive that succeeded or otherwise in stealing money; defacement of webpages; data corruption and modifications, and system penetration through illegal access to network or system only.

				Figure 1: Graphic illustration on impact type findings by the number of sample size. Source: Van Niekerk, 2017:” 117.

				Data “exposure has been common across private and public organisations, and the study confirmed 22 cases of such attacks coming from within and outside South Africa as at 2017. Van Niekerk captured Advanced Persistent Threat (APTs) infections, where in one of the incidents, an organisation in South Africa fell victim to the APT1 espionage group attributed to Chinese hackers in 2010 (2017: 117). About two years later, “the Red October cyber-espionage campaign (attributed to Russian hackers) was detected, after having possibly operating for five years undetected, with various targets in a number of countries affected, including infecting a diplomatic organisation in South Africa” (Ibid: 118). 

				In the web of data exposures are targets like the embassies and foreign missions, the hacking of South African Police Service database that released approximately 16,000 details of whistleblowers and victims, hacking of fast-food outlets, accidental data exposure by Vodacom mobile operator, and the invoicing portal of the City of Johannesburg. Not left out is the portal of Cell C mobile operator in 2014, Altech Autopage, the hacking of the South African National Roads Agency Limited (SANRAL) e-Toll website, the job portal of V-Report in 2016, the compromise of state’s Government Communication and Information System (GCIS) as part of #OpAfrica’s grand data exposure that affected 2500 websites, hacking of the state-owned arms procurement agency Armscor’s invoicing portal, Cinema chain like Ster Kinetor, the eThekwini Municipality (Durban) e-services portal, and the e-billing portal of mobile operator MTN, also in 2016 (Ibid). “The Chinese-linked group known as APT10 were involved in the Cloud Hopper espionage campaign in late 2016, or which there were South African victims (Ibid, 119).

				Financial motive is just as rife as data exposure, though with lesser proportion as shown above. There are several familiar cases in that respect. In 2003, Absa bank was hacked, and it lost nearly ZAR500, 000 (Thiel, 2004). “Hackers targeted three South African banks in 2006, managing to transfer cash from bank accounts into prepaid accounts held with mobile operators (Van Niekerk, 
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				2017: 119). In July 2009, a criminal gang stole about ZAR7 million from bank accounts that were compromised by phishing and SIM cards duplication for the interception of online banking one-time PIN codes (OTPs). Hackers also compromised Land Bank’s IT security in December 2010. The hackers initially stole ZAR8 million that were later recovered by the bank (Potgieter, 2011). It was the turn of PayGate, a credit card payment provider,” in August “2012. Hundreds of thousands of credit card details were compromised across four major banks, with an undisclosed loss of fortune (Arde, 2012). The National Department of Water Affairs lost ZAR2.84 million in 2011 when its passwords were compromised. The South African Post Office’s financial institution, Postbank, also lost ZAR42 million to hacker in January 2012 (Patrick, 2015). A year later, over ZAR15 million was lost by the Department of Minerals and Energy after login credentials were stolen by criminals using a keystroke logging device (Ibid.). In 2014, insider threats among employees made a botched attempt to hack the payroll system of Eskom – the state-owned electricity company. Almost at that period, the Gautrain Management Agency’s bank account nearly lost ZAR800 million to a hack. The Road Traffic Management Corporation was not that lucky in 2015 as it losts ZAR8.5 million to a series of illegal transfer by hackers (Mkhwanazi, 2015).

				In denial of services, a case of reference is that of South African petrochemical company’s supervisory, control and data acquisition system that was infected by the PE Sality virus in 2009 (Pretorius, 2016). The attack denied operator’s visibility of operations for eight hours until the infected servers were recovered. “In 2013, the website of the national ruling party, the African National Congress (ANC), was made inaccessible due to a distributed denial of service (DDoS) attack by Anonymous Africa (different from Anonymous #OpAfrica) (Van Niekerk, 2017: 120). From 2013 to 2015, the Independent Online news website, mobile operator MTN and affiliated service providers all suffered a service outage due to DDoS attacks that were targeted and access disrupted. “Anonymous Africa returned in 2016 by targeting the South African Broadcasting Corporation (SABC), whose website was unavailable due to the DDoS attack, with the hackers stating that the attack was in protest against corruption and the recent censoring of protests” (Van Niekerk, 2017: 120). Also targeted in 2016 were the websites of the Economic Freedom Fighters political party, news channel ANN7, The New Age newspaper, and computing company, Sahara, “in protest against perceived corruption by their owners and the South African government” (Van Zyl, 2016).

				Almost all major institutions – education, health, telecoms, politic and so on – have had encounters with hackers’ defacement of websites. In 2003, University of Stellenbosch, Natal University, Rhodes University and the University of the Witwatersrand, and University of Cape Town all fell victim of the illegal acts” (Van Niekerk, “2017: 120-1). The following year, a total of 45 company websites in Cape Town and Stellenbosch were attacked by Spykids. In January 2005, hackers from Morocco, known as Team Evil, defaced approximately 260 South African websites, replacing the legitimate websites with anti-U.S. messages (Mbongwa & Makua, 2005). In 2008, both the Democratic Alliance political party and the ANC Youth League websites were compromised. While the Democratic Alliance website was offline for a week, the ANC was defaced with a fake message announcing that the youth president has stepped down (Van Niekerk, 2017: 121). From Moroccan hackers came the defacement of three government websites in 2012. The Administrative Adjudication of Road Traffic Offences website was defaced by a Bangladeshi hacker in 2013, who posted a message notifying the website owner to secure the website (ITWeb, 2013). Approximately 20 websites, including Sasol, were defaced by a Moroccan hacktivist in 2014, again protesting the South African position on Western Sahara (Ackroyd, 2014). 

				Notably, the trio of data exposure, denial of service and financial impacts have been the most consistent, with spikes between 2013 and 2016 (Van Niekerk, 2017: 122). As self-evident in Figure 2 below, the financial-crime motivation remained constant, whereas the data exposure and denial 
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				of service motivations, often indicators of hacktivism and protest – i.e., they commonly used to discredit or exact revenge – appear to be on the rise in the South African context.

				Finally, it is interesting to note that after reaching a total of 11 instances in 2013, there were declines in 2014 (7 instances) and 2015 (2 instances), before a spike to 12 instances in 2016, the largest number recorded for any of the years studied – an apparent indication that cybersecurity measure are still not being effectively applied in South Africa, and/or that attempts at perpetration are becoming increasing complex and skilful (Van Niekerk, 2017:” 122).

				Figure 2: Graphic illustration on trend in impact type. Source: Van Niekerk, 2017.

				Perpetrator type

				Perpetrators that were uncovered cut across different groups like: hacktivists, individual hacker, insiders, accidental/misconfiguration by non-malicious insiders, malware, and nation-state. Figure 3 below shows the spread of perpetrator types. Threats of hacktivist proved to be the most dominant of the seven types highlighted, and closely followed by threats of criminals, accidental cases, and individual” hackers. 
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				Figure 3: Graphic illustration on perpetrator type. Source: Van Niekerk, 2017: 122.

				Figure 4 below shows that the threat of individual hackers has since 1994 always been part of South Africa, though in marginal proportion. Along came the threats of hacktivists, criminal and nation-state. However, these various threats have since 2011 been consolidating to swell the threat levels, “indicating a growing protest and revenge dimension in South Africa’s cybersecurity risk profile” (Van Niekerk,” 2017: 123). 

				Figure 4: Graphic illustration on perpetrator type trend. Source: Van Niekerk, 2017.

				Victim type

				In the distribution of the victims, findings by Van Niekerk showed that more than half of the incidents were aimed at State institution and political parties compared to other entities.
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				Figure 5: Graphic illustration on victim type. Source: Van Niekerk, 2017.

				Figure 6 below expresses the trend in victim type showing that state/political institutions have always been the target of interest in the 1990s, and” significantly diminished “in the 2000s. The last decade, however, saw a massive spike in cases of cybersecurity threats targeted against state/political institutions and other entities. 

				Figure 6: Graphic illustration on victim type trend. Source: Van Niekerk, 2017.

				From the foregoing, it is evident that the leading perpetrators of cyber-attacks are hacktivists, and criminals. “The top two cyber-attack impacts are data exposure and financial theft. The top two perpetration-impact combinations are criminals resulting in financial impact, and accidental/misconfiguration resulting in data exposure” (Van Niekerk, 2017: 126). Besides the growing patronage in internet connectivity vis-a-vis cyber threats globally, heightened political tension and negative perceptions on financial mismanagement of the commonwealth in South Africa have spiked attention of protesting hacktivist and criminals alike on State-owned/political party institutions more than on other entities (Ibid). 
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				Cybersecurity policy framework and strategy in South Africa

				Certainly, in the face of the cyberspace volatility and threats, the cybersecurity and control mechanism are prima facia ineffective. Based on history, South Africa has a common law on right of privacy that dates back to the 1950s, as seen in the O’Keeffe v Argus Printing (1954) case (Sutherland, 2017: 94). However, the foundational” acts really “took effect from legislation, through the following: (1) Electronic Communications and Transactions Act (ECT) of 2002; (2) The Regulation of Interception of Communications and Provision of Communication-Related Information Act (RICA) 2002; (3) The Protection of Personal Information (POPI) Bill (2009); (4) National Cybersecurity Policy Framework (NCPF) 2015, and (5) Cybercrimes and Cybersecurity Bill. 

				Like other countries, modern South Africa has adopted a variety of approaches to e-government at national, provincial, and municipal levels, purportedly all under the Department of Public Service and Administration, though most recently from DTPS (2017b). Beginning in 1997, there was a slow process of consultation and adoption, aimed at increasing productivity and efficiency for government and improving convenience for citizens. Implementation often failed to achieve the planned goals, due to the limited capacity and the lack of willingness of ministers and officials to engage with the challenges. Little attention was given to cybersecurity, despite risks to human rights from the misuse of the large volumes of personal data held by government, or its theft by cybercriminals.

				Suffice to add that the Constitution of 1996 protects privacy in Section 14. It states that everyone has the right to privacy, which includes the right not to have— (a) their person or home searched; (b) their property searched; (c) their possessions seized; or (d) the privacy of their communications infringed. Additionally, section 10 created the right to human dignity that must also be respected and protected.

				The Constitutional Court has concentrated on forced legislative disclosure of information, providing general guidelines for data protection (SALRC, 2005): Was the information obtained in an intrusive manner? Was the information about intimate aspects of the subject’s personal life? Was it provided for one purpose but used for another? Was it disseminated to the press or general public from whom the subject “could reasonably expect such information would be withheld”?

				The Electronic Communications and Transactions (ECT) Act of 2002 sets out principles for information protection and created offences of unauthorised access to, interception of and interference with data. However, it appears to have had little practical” effect.

				The Protection of Personal Information (POPI) Act

				The “Protection of Personal Information (POPI) Bill (2009) broadly matches the European Union legislation (EU, 1995; 2016), with a view to attracting outsourcing and call centre business, since data cannot be transferred from the EU except to countries with comparable data protection provisions. This reflects efforts over a number of years to attract back office processing and call centre activities to major urban centres (Deloitte, 2015 & Sutherland, 2017).

				This South African Act (enforced from 1 July 2020) allows for personal data transferal across borders, provided that the country where this data is to be processed follows regulations/ laws, equivalent to those stated in the POPIA. It was based on the European Data Protection Directive (EU DPD) as well as the Organisation for Economic Co-operation and Development (OCED) principles. This act was also inspired by the data privacy models from the United States of America, the United Kingdom, Canada, and Australia. The POPIA safeguards both juristic and natural persons as data subjects and pertains to both manual and electronic processing of personal information (Baloyi & Kotzé, 2018). This makes international data flow much safer in terms of privacy. 
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				There are eight data privacy principles enlisted in the POPIA, which are derived from the five Fair Information Practices (FIPs). The FIPs are transparency, use limitation, access and correction, data quality and security (Cate, 2006). The eight POPIA principles (section 8 - 25) are accountability, processing limitation, purpose specification, further processing limitation, information quality, openness, security safeguards and data subject participation. If data is to be transferred to a country without such rules and regulations, an agreement can be reached between the parties, with the consent of the individual being mandatory.

				According to Sutherland, a central question concerning data protection emerges from section 6(1)(c) of POPI Act. This section excludes processing by or on behalf of a public body involving national security, defence or public safety (2017: 95). This gives the intelligence services an entirely free hand in the processing of data, except that they must comply with Section 198 of the Constitution that, inter alia, enforces human rights. “While those rights can be limited by statute, it is only insofar as is compatible with a democratic society. The subsequent section 6(1)(d) of” POPI additionally “exempts processing for Cabinet, an obscure provision, since it is in addition to national security purposes, without any indication of what processing the Cabinet might require. Eventually cases must be brought before the Constitutional Court to test the limits of the state to violate the right to privacy” (Sutherland, 2017: 95).

				The National Cybersecurity Policy Framework (NCPF)

				Acknowledging the lack of coordination within government and the insufficiency of existing legal measures needed to counter and prosecute, the NCPF emerged in 2015 with the aim to: facilitate the establishment of relevant structures in support of cybersecurity; ensure the reduction of cybersecurity threats and vulnerabilities; foster cooperation and coordination between government and private sector; promote and strengthen international cooperation; build capacity and promoting a culture of cybersecurity; and promote compliance with appropriate technical and operational cybersecurity standards (Sutherland, 2017: 91). Implementation of the NCPF requires extensive coordination across government (see Table 1 below), which was unwieldy for effective implementation.
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				Table 1: Departments directly engaged in cybersecurity

				Source: Sutherland 2017:” 88

				In “2015, work started on Cybercrimes and Cybersecurity Bill. As at 2017, the draft was still being scrutinised (Sutherland, 2017: 91). The Bill will formally create the Cyber Response Committee to coordinate work across government. The Cybercrimes and Cybersecurity Bill was released in 2015 but has yet to be approved as a law by President Cyril Ramaphosa. 

				Thus far, South Africa’s national security has been shaped by several policies, with four key principles pertaining to national security. These four principles are: (a) National security must reflect the resolve of South Africans as a nation and as individuals, to live in peace and harmony and to be free from fear and want, and to seek a better life; (b) the resolve of South Africans to live in peace and harmony prevents any South African citizens from engaging in armed conflict, nationally and internationally, with exceptions provided in the constitution and national legislature; (c) national security must be pursued in compliance with the national and international law; (d) national security is subject to the authority of the Parliament and the national executive. One of the key inclusions in South Africa’s take on national security is human security, which was conceptualised in 1994. The 1996 White paper on Defence further stated that South African national security has been broadened to incorporate not only military and police issues, but also political, economic, social, and environmental matters. 

				This use of human security, as a means of ensuring national security has been widely criticised due to the broad definition of ‘human security’ and has been accused to being a means to enforce regime security. This encouraged the theory that the South African government have been prioritising the security of and stability of their rule over the country as opposed to taking cybercrime and security seriously. The South African 2015 Defence Review placed emphasis on the threat of cybercrime and its effects on national security. Cyber-attacks were classified into four categories: (a) cyber espionage, which involves gaining access to information without the permission of the data handler/ data subject, usually for commercial purposes (phishing); (b) malware, to commit identity 
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				theft, fraud, and extortion; (c) cyber warfare, which is an attempt by a state to direct offensive cyber operations to another stage or organisation/ company; (d) cyber terrorists, which are actions taken in cyberspace intended to harm a state, organisation or civilians (Griffiths,” 2017).

				Critique

				Like “many other laws and policies, the National Cybersecurity Policy Framework was partly the result of diffusion, drawing on sources such as the EU, the North Atlantic Treaty Organisation (NATO), and the U.S., which are more advanced users of technology and have faster-moving policy formulation (Gilardi, 2010 & Sutherland, 2017). According to Sutherland, “The South African government used some foreign experiences and texts, raising questions about the effectiveness of its adaptation to the legal and political systems and cultures, and the degree to which it has designed something it had the administrative and technological skills to deliver,” (2017: 87).

				Internationally, South Africa has supported a series of resolutions of the UN General Assembly (2010) concerning CSIRTs, protection of CNIs, and more generally, the work of the UN Office on Drugs and Crime (UNODC, 2017). It has also supported the International Multilateral Partnership Against Cyber-Terrorism (IMPACT), created by a UN official, but now seemingly defunct. At the 2017 ITU World Telecommunications Development Conference, attempts to amend Resolution 45 (Rev. 2014) on cybersecurity failed, due to wildly differing aims amongst countries. South Africa signed the Budapest Convention on Cybercrime (Council of Europe, 2001), but never ratified it. It has also signed, but not ratified, the African Union Convention on Cyber Security and Personal Data Protection (AU, 2014); indeed so few countries have ratified it that it is unlikely to come into force. 

				 As a signatory to the International Covenant on Civil and Political Rights (ICCPR), South Africa is subject to periodic review, though it was 14 years late in submitting its most recent report (Sutherland, 2017: 92). Amongst many suggestions to South Africa from the UN Human Rights Committee (2016):

				The Committee is concerned about the relatively low threshold for conducting surveillance in the State party and the relatively weak safeguards, oversight and remedies against unlawful interference with the right to privacy contained in the 2002 Regulation of Interception of Communications and Provision of Communication-Related Information Act. It is also concerned about the wide scope of the data retention regime under the Act. The Committee is further concerned at reports of unlawful surveillance practices, including mass interception of communications carried out by the National Communications Centre, and at delays in fully operationalising the Protection of Personal Information Act, 2013, due in particular to delays in the establishment of an information regulator (arts. 17 and” 21).

				From “the foregoing, the democratic South Africa has been consistent in its passive defence approach to issues of cybersecurity policies, and framework. It leverages on safeguarding local infrastructures and deterrence policies against criminals. However, the fallout to the liberal approach is the bureaucratic bottleneck made manifest in the process of plausible compliance with fundamental rights, democratic values, and carrying along of all relevance political institutions. In the circumstance, not much of success has been recorded in deterring cybercriminals and enhancing national security. The framework and cybersecurity strategy are still unfolding despite phenomenally high threat rate. Because, a lot of citizens, organisation, and several government institutions are falling prey to shrewd cyber criminals as more of the population embrace digital resource, and its opportunities. These dangers, combined with a large portion of the South African population that has not had regular or sustained exposure to technology and broadband internet access, expose local communities to cyber threats (Grober & van Vuuren et al, 2014). 
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				Conclusion

				South Africa’s experience with cyber threats mirrors global trends but is influenced by its specific socio-economic and technological landscape. As the most economically vibrant country in Africa, it has both high internet penetration and significant exposure to cyber threats. The frequent attacks, such as the notable scams involving the South African Revenue Service and fake World Cup offers, emphasize the prevalence and impact of cybercrimes in the country. 

				Most cyber-attacks in South Africa have been attributed to foreign hackers, exploiting the country’s relatively advanced internet infrastructure for malicious purposes. This situation not only affects individuals through scams and banking fraud but also poses broader security challenges for both public and private sectors. Cyber threats and crimes continue to evolve, driven by changes in technology, shifts in hacker tactics, and the varying levels of cybersecurity awareness and preparedness across different regions. While some incidents capture public and media attention due to their scale or novelty, others, like phishing, persist as consistent threats. The situation in South Africa exemplifies the complex interplay of local and international factors influencing cyber security. It underscores the need for robust, adaptable cybersecurity strategies that can address both the current threats and anticipate emerging” challenges.
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Abstract

This study explores the intricate relationship between South Africa’s democratic political system,
its commitment to human and private rights, and the development of its cybersecurity framework,
strategy, and response to cyber threats. Given the country’s robust constitutional commitment
to human rights, this research explores how these democratic principles are integrated into and
influence cybersecurity policies and practices. Through a comprehensive analysis of legislative
documents, policy frameworks, this study identifies the extent to which democratic values and
human rights considerations shape South Africa’s approach to cybersecurity.

The findings reveal that South Africa’s cybersecurity strategy is deeply influenced by its democratic
ethos, with a strong emphasis on protecting individual rights while ensuring national security.
The study highlights how laws such as the Protection of Personal Information Act (POPIA) and
the Cybercrimes Act balance the need for security with the protection of privacy and freedom of
expression. Furthermore, it explores the multi-stakeholder approach adopted by South Africa,
emphasizing public participation, transparency, and accountability in developing and implementing
cybersecurity measures. This research also explores the challenges and tensions that arise from
striving to protect human rights within the cybersecurity domain, such as ensuring privacy and
freedom of information in the face of increasing cyber threats. The study provides insights into how
South Africa navigates these challenges, including the mechanisms put in place to ensure oversight
and accountability in the surveillance and data collection practices by state security agencies.

Keywords: cybersecurity framework, cyber threat response, democratic principles, influence,
South Africa

An overview of the Cybersecurity landscape in South Africa

A cybersecurity framework refers to a structured approach to securing digital environments,
protecting sensitive data, and mitigating cyber threats. It aligns with democratic principles by
ensuring the privacy of individuals, promoting transparency in data governance, and safeguarding
digital rights critical to freedom and equality (Nasir et al., 2024). South African democratic principles
include transparency, accountability, equality, the protection of human rights, and the promotion of
social justice (Thipanyane, 2015). Important to note is that South Africa’s cyberlaws are coordinated
by different government agencies, creating windows of opportunities for inconsistencies,
fragmentation, and misalignment, thus, weakening initiatives for an effective national cybersecurity
strategy (Chigada, 2023). Mahlobo (2015) also acknowledges that different government agencies
have overlapping mandates resulting in information asymmetries and poor coordination. Pokwana
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